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	CLOUD SERVICE PROVIDER CONSIDERATIONS CHECKLIST
	LATERAL HIRE CHECKLIST


· 
Created to help small and medium sized businesses, this is a high-level checklist of factors to consider when looking at cloud-based service providers.  Some businesses may have further requirements and therefore this checklist can be adapted to suit specific needs.  More information about assessing cloud providers for businesses of all size and complexities can be found in the Canadian Centre for Cyber Security’s article Thinking of moving to the cloud? Here’s how to do it securely https://www.cyber.gc.ca/en/guidance/thinking-moving-cloud-heres-how-do-it-securely

	Cloud Service Provider:

Cloud Service Provider Contact Name :
                                                         Position :
                                                         Phone/Email:


Review Carried Out by (Internal Manager Name):  									
Date:	
				
			 


	Accreditations & Audit

	
WHAT TO ASK OF CLOUD SERVICE PROVIDERS

	
WHAT TO EXPECT FROM YOUR CLOUD SERVICE PROVIDER
	
SATISFIED?
YES / NO
	
COMMENTS

	1. What security can you offer?
	Companies that have invested in certifications such as ISO 27001, ISO 27017, ISO 27018 and SOC2 generally take security seriously. 


	
	

	2. Can we arrange for an audit of your systems?


	Are you allowed to audit your supplier? Will your prospective new supplier allow you or another 3rd party to audit their systems? 

Or can they provide a copy of an assessment from a detailed security audit of their services conducted by an independent third party?


	
	

	Access Controls

	3. Does it provide multifactor authentication (MFA)?

	Using MFA/2FA helps lower the impact of credential theft.


	



	



	4. Can MFA be mandated for all users?
	MFA/2FA should ideally be enabled by default, rather than requiring users to opt-in.

	
	

	5. Is it possible to set levels to restrict access?

	The service should implement levels of privilege and have authorization mechanisms in place to enforce the separation of privileges between different types of account.



	
	

	Data Privacy

	
WHAT TO ASK OF CLOUD SERVICE PROVIDERS

	
WHAT TO EXPECT FROM YOUR CLOUD SERVICE PROVIDER
	
SATISFIED?
YES / NO
	
COMMENTS

	6. Where is the data hosted? / Where is the data processed and stored?

	The service provider should be able to tell you where your data is processed, where it will be stored, and in what country the company (and any of its providers that handle your data) is legally based.  
Canadian organizations can host data in the U.S but due diligence should be undertaken to ensure the cloud provider complies with Canadian privacy laws and data residency requirements.  There could also be implications where the data is subject to the laws of the foreign country.  For more information, click here and here.

	
	

	7. Does the service protect data in transit over the Internet? 
	Data should be protected as it transits over the internet between the client and the cloud service, or all endpoints.  This can be achieved by using an encrypted protocol that meets recognized security standards. 

	




	




	8. Does the service encrypt data when at rest?

	Data stored in the cloud service should be encrypted when on disk.  Especially important for sensitive personal data. 


	
	

	9. Do you have a privacy policy?

	Your cloud service should have a privacy policy that specifies whether they share any of your data with third parties, and who those third parties are. This may be part of a more general terms of service.

	
	

	10. During any transfer of personal information, do the terms of contract confirm that the provider will support you in meeting your Data Privacy obligations.

	Cloud providers may have standard terms and conditions which may not allow you to retain sufficient control over the data to fulfil your data protection obligations.  Therefore, ensure terms of contract are negotiated to meet your specific needs, and documented in a written contract.  

	
	

	11. What is your data deletion process on termination of contract?

	Ensure there is an obligation for the cloud provider to delete all copies and back-ups of the data within a reasonable timescale.


	
	

	Event Logging & Monitoring

	12. Does the service collect security logs?

	Logs may include authentication attempts, configuration changes, and details about resources being accessed.
	
	

	13. Do you make security logs available to the customer?

	The cloud service should make security-critical events available to you in a usable format. (E.g. it may allow export to your audit and monitoring service)

	
	

	
	
	
	

	Back-Ups

	14. What is your back-up policy?

	This will probably be in the small print and will explain whether your data can be recovered in the event of a system failure.


	
	

	15. How quickly could data be restored from a back-up?
	The cloud provider should be able to provide an indication of timescales for recovering data (without alteration) following a major data loss incident.


	
	

	Incident Management

	
WHAT TO ASK OF CLOUD SERVICE PROVIDERS

	
WHAT TO EXPECT FROM YOUR CLOUD SERVICE PROVIDER
	
SATISFIED?
YES / NO
	
COMMENTS

	16. Do they have an incident response process?

	The cloud service provider should have a clearly defined policy for applying security updates to its internal systems and responding to identified security issues. 

	
	

	17. How will you inform us if your system is compromised and what liability will you accept?

	This should be documented in the terms of contract / service level agreement.
	
	

	18. Do you have a vulnerability disclosure process?

	The cloud service provider should have a documented process that allows customers and security researchers to report vulnerabilities in the service itself, allowing them to be fixed.

	
	

	19. Do you have a policy for applying security updates in response to publicly reported issues in your service?

	This should also form part of the overall incident response process.
	
	

	20. Have you had any significant information security incidents in the past two years?

	Obtain a description of any incidents and an understanding of the response and resolution for these.  The provider’s previous track record on this is a good metric to see how they’ll cope with any new issues.  

	
	



		
Additional Notes:
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